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Disclaimer

Copyright © OneAdvanced 2024.

This document contains confidential and / or proprietary information. The content must not be
disclosed to third parties without the prior written approval of Advanced Computer Software
Group Limited or one of its subsidiaries as appropriate (each referred to as “OneAdvanced”).
External recipients may only use the information contained in this document for the purposes of
evaluation of the information and entering into discussions with OneAdvanced and for no other
purpose.

Whilst OneAdvanced endeavours to ensure that the information in this document is correct and
has been prepared in good faith, the information is subject to change and no representation or
warranty is given as to the accuracy or completeness of the information. OneAdvanced does not
accept any responsibility or liability for errors or omissions or any liability arising out of its use by
external recipients or other third parties.

No information set out or referred to in this document shall form the basis of any contract with
an external recipient. Any external recipient requiring the provision of software and/or services
shall be required to enter into an agreement with OneAdvanced detailing the terms applicable to
the supply of such software and/or services and acknowledging that it has not relied on or been
induced to enter into such an agreement by any representation or warranty, save as expressly set
out in such agreement.

The software (if any) described in this document is supplied under licence and may be used or
copied only in accordance with the terms of such a licence. Issue of this document does not entitle
an external recipient to access or use the software described or to be granted such a licence.

The development of OneAdvanced software is continuous and the published information may not
reflect the current status. Any particular release of the software may not contain all of the facilities
described in this document and / or may contain facilities not described in this document.

Advanced Computer Software Group Limited is a company registered in England and Wales with
registration number 05965280 whose registered office is at The Mailbox Level 3, 101 Wharfside
Street, Birmingham, B1 1RF.

A full list of its trading subsidiaries is available at www.oneadvanced.com/privacy-policy/
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Patch Fixes Since Release v224

Release 224.13

Fix for Docman 10 sites in Wales not collecting from Connect - Release note supplied at the time
of release.

Tech Updates

Remove Bootstrap script from Share Viewer

Internal reference DCMC-3956

Description

Following a recent PEN test of the Share Viewer application, a vulnerability was identified related
to an outdated version of the Bootstrap JavaScript library. As the latest version of Bootstrap was
not supported in the Share Viewer application, the team have removed the Bootstrap script. As
the outdated Bootstrap script has been removed, the vulnerability identified by our PEN test
provider can be closed.
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What's New?

Documents not converting according to their APl Consumer
Configuration

Internal reference DCMC-3458

Description

The API Consumer Configuration screen in the Connect application allows users to select
whether colour documents are required and the preferred bit rate for document conversions.
Docman Connect currently uses Aspose.Word and Aspose.PDF as part of the document
conversion process. However, it was noted that some documents were not converting to the bit
rate specified in the dropdown options on the APl Consumer Configuration screen. This was
contributing to the ongoing file-bloating issue as files which should have converted to 4 bits per
pixel were converting to a higher bit rate (increasing the size of the converted file).

Changes have been made to the APl Consumer Configuration screen to make the colour / bit
rate configuration settings clearer. The document conversion bit rates have also been remapped
to ensure that documents convert to the bit rate which has been selected. Please see below for
the changes which have been made to the APl Consumer Configuration screen.

Screen before changes:

API Control * x Connect APl
Assign one or more AP1 Access conwrols
Use Colour Conversion Determines whether this consumer needs 10 send colour documents
Colour Bit Rate 4 Bits Per Pixel

4 Bats Per Pixel

16 Bits Per Pixel

24 Bits Per Poxel

1oN ACCESS ToNtrol

Screen after changes:

API Control * x Full Control

Assign one or more APl Access controls

Conversion Bit Rate Black & White (1 bit pixel) .

Black & White (1 bit pixel)

Greyscale (4 or 8 bit pixel)
Colour 16 (16 bit pixel)
Colour 24 (24 bit pixel)
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PEN Test Enhancement - Temporary Password Timeout

Internal reference DCM(C-3734

Description

Following the most recent PEN test of the Docman Connect application, our internal Application
Security team made a recommendation related to temporary password expiry. Temporary
passwords are currently issued to Connect users when an admin user changes their password or
when an admin user sets up a new user. As soon as the user logs in using the temporary
password, they are prompted to update their password.

In both instances, the temporary password will now expire thirty minutes after it has been
issued. If the user attempts to login using the temporary password after it has expired, they will
receive an invalid login attempt message and an admin user will have to issue a new temporary
password.

Current Issues

File Size ‘bloating’ post conversion

Internal reference DCMC-3480

Problem

Docman Connect currently uses Aspose.Word and Aspose.PDF as part of the document
conversion process. Issues around file size bloating have been reported by numerous customers
and internal staff and Aspose have acknowledged there is an issue with file size bloating. The
team are investigating another conversion tool which can either fully or partially replace Aspose.

Kind Regards, The Docman Connect Team

DocmanConnect
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Powering the world of work

Our business software is the trusted choice for critical sectors, including
healthcare, legal services, and education. We keep the world of work moving.

Speak to our expert consultants for personalised advice & recommendations,
& get support on the products you are interested in.

Contact us

@, +44(0) 330 343 4000 £ www.oneadvanced.com [ hello@oneadvanced.com

Advanced Computer Software Group Limited is a company registered in England and Wales under company number 05965280, whose
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